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Abstract 
 

Since the past few years, the vehicular network has gained significant attention because of its powerful potential applications such as traffic 

management, surveillance, and safety. These applications outcomes are achieved by using vehicles onboard computational, communication 

and storage capabilities with the help of cloud computing. Automobile companies are utilizing cloud services from different cloud 

providers to support various service level agreements. Thus, cloud interoperability issues arise to support heterogeneous programming 

interface, programming language, data models and operating systems.  In this paper, discussions on vehicular cloud interoperability are 

provided. The different dimensions of cloud services including, Software as a Service (SaaS), Infrastructure as a Service (IaaS), and 

Platform as a Service (PaaS) are studied. The objective of this paper is to present the basic insight into areas of vehicular cloud network in 

which standards would be useful for interoperability at different cloud service levels.  

Keywords— VANET, Cloud Computing, Interoperability 

I. INTRODUCTION 

Due to the new era of the Internet of Things (IoT), the concept of a vehicular network is evolving [1]. With such a large 

scale and complex heterogeneous vehicular network, various challenges arise. One such challenge is interoperability of 

systems to exchange the information and use the information that has been exchanged. The automotive industry is 

focusing on utilizing the IPv6 to connect the vehicles to any cloud platform. Similarly, addressing communication issues 

among heterogeneous devices is another challenging area. The vehicular cloud consists of stationary and mobile 

computing data centers or onboard computational devices. Standardization by cloud developers and vehicle 

manufacturers are required to allow the various heterogeneous operating systems, application-programming interface 

and radio-based devices to work together. As a result, it could lead to an efficient vehicular network without any 

additional cost [3].  

The U.S. Department of Transportation (USDOT) and the Intelligent Transportation Systems Joint Program Office (ITS 

JPO) are focusing on interoperability to allow devices vehicles and system work together simultaneously [4]. 

Interoperability is helpful for transportation safety by ensuring the vehicle make and model communicate without any 

hurdle. Interoperability for the vehicular network is a broad term, which could mean the interoperability at the 

communication level, devices level, an operating system level or cloud level. Vehicular cloud objective is to provide 

several computational challenges by using real-time software services and platforms. In order to provide these services 

seamlessly, the interoperability is essential to the reliable, efficient and synchronized network [5]. Hence, the 

importance of vehicular cloud interoperability motivates us to write this paper. In this paper, interoperability challenges 

among vehicular cloud network have been discussed.  
 

The contributions of this paper are as follow: 
 

 It covers the cloud network aspects of vehicular communication. 

 It provides a literature review related to the interoperability issue of the vehicular cloud network. 

 It provides an overview of interoperability research challenges at various cloud service models.  
 

The remainder of the paper is organized as follow. Section II discusses the vehicular cloud network. Section III explains 

the vehicular cloud interoperability and its challenges at different cloud service models. The last section IV concludes 

the paper.  

*Corresponding author  

Keywords- VANET, Cloud Computing, Interoperability 
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II. VEHICULAR CLOUD 

VANET is a special case of Mobile Ad Hoc Network (MANET). The only difference is the moving pattern. In case of 

VANET, the vehicles follow a particular moving pattern or fixed path, unlike MANETs in which nodes move randomly. 

Establishing an efficient communication between vehicles is the ultimate objective in VANET. The communication 

could be done either via vehicular to infrastructure (V2I), in which vehicles communicate via roadside units (RSUs) or 

could be direct communication i.e., Vehicle to Vehicle (V2V) eliminating the need of a third party or RSUs. Lastly, 

they could also communicate via a cellular network. The vehicular communication requires various services, which 

include emergency management, roadway maintenance, processing, storage, and computation. In order to acquire these 

services, the cloud computing could be adopted instead of investing in the infrastructure [5].  

Cloud computing is a paradigm, which provides virtualized computing resources as a service via the Internet. The 

concept of cloud computing is used for webmail, storage, and web hosting services which require minimum 

management effort and service provider interaction. In term of the vehicular network, the onboard computing resource 

of vehicles is integrated with the cloud. Vehicular cloud is different from the traditional cloud in term of its 

characteristics, mobility, and agility. There are two types of vehicular cloud, 1) Infrastructure Based Vehicular Cloud 

(IVC) and 2) Autonomous Vehicular Cloud (AVC). IVC is similar to a traditional cloud platform in which vehicles 

access the services from roadside infrastructure via a network communication, e.g., GPS or google maps. On the other 

hand, IVC slightly differs in term of the way the services are provided. The vehicles itself can be organized to form an 

autonomous vehicular cloud in case of emergencies where roadside infrastructure is damaged due to earthquake or 

hurricane. The vehicular cloud is formed by interconnecting vehicles and RSU resources as shown in Figure 1. The aim 

is to produce advanced vehicular services and resources which individual vehicle cannot make. The services in the 

vehicular cloud are slightly different from the ones in the conventional cloud. These services include Storage as a 

Service (STaaS), Network as a Service (NaaS) and Cooperation as a Service (CaaS). Compare to the traditional cloud, 

the VC has several distinguishing features such as mobility, autonomy, heterogeneity, and agility. The services that 

vehicular cloud offers are non-trivial and complement to the traditional cloud network [6].  

III. VEHICULAR CLOUD INTEROPERABILITY 

Interoperability issue in cloud computing arises when different cloud services provider exchanges data and application 

between each other. The problem could be either the programming languages are not compatible or virtualization 

implementation are different or the application-programming interface (API) is incompatible (Figure 2). In the cloud-

computing scenario, the application components in SaaS, IaaS or PaaS are required standardized protocols and services. 

Each level requires managing the features and interfaces so that different cloud systems work seamlessly. There must 

be a capability to retrieve vehicle data from the source cloud to the target cloud service [7].  

The vehicles must also have the capability to transfer application components from one cloud service to another cloud. 

Similarly, the programming interface of different cloud services are not standardized and different cloud platform uses 

 
 

Figure. 1 Overview of Vehicular Cloud Network [5] 
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different API. The API describes how to connect, configure and interact with the vehicular cloud. It also includes how 

to save and retrieve date from the cloud. Moving from one cloud service to another typical involve a change in the 

interface which in turn brings a great interoperability challenge. The user interface might not be identical for two 

different cloud services. However, they may offer similar functionality to reduce the overall cost. The vehicles 

applications produce a large amount of sensor data collected from the environment or from neighboring vehicles. Thus, 

vehicle cloud system is largely providing a wide variety of services. Thereby, managing this diverse system and 

components to ensure they work together successfully is of paramount importance.  

 

Vehicles manufacturer require cloud services to manage connected vehicles network infrastructure. Several cloud 

service providers manage data centers and infrastructure to maintain and host the cloud services, e.g., Amazon Web 

Service (AWS) connected vehicles [8], Microsoft connected vehicles platform [9], Google cloud platform [10], IBM 

Watson [11], Salesforce, SAP and Oracle cloud. Ford Motor Company announced to provide their customers with a 

Transportation Mobility Cloud. The system would comprise cellular vehicle-to-everything technology as the backbone 

for this platform, allowing the vehicle to communicate with other vehicles or infrastructure. Ford is using Microsoft 

Azure cloud service to update the car’s infotainment system, e.g., Ford Service Delivery network is a cloud-based 

system to update vehicles navigation and infotainment system. Similar to Ford, Toyota Motor Corporations’ and 

Mercedes-Benz is also utilizing Microsoft Azure to manage the applications and services for connected vehicles. The 

Honda Motor Company and BMW are leveraging IBM cloud to provide connected car platform. In case of Volkswagen 

group opts to use an open-source cloud computing platform named OpenStack to manage the connected vehicular cloud. 

The Hyundai Motor Company, on the other hand, is working with Cisco to develop interconnected car services. 

Numerous companies are offering cloud services and organizations; thus, the interoperability and portability challenges 

are likely to grow in the complex interconnected environment.  
 

a. The SaaS interoperability framework challenges: 

AT the SaaS level, the interoperability issues arise among applications inside a single cloud or across different SaaS 

environment when applications exchange information.  The problem could also arise during migration of one cloud 

application to another system. Similarly, connecting multiple cloud environments using a software program to integrate 

data and application in a unified manner also cause interoperability challenges [12].  

The major vehicular companies working towards smart cars and as a result, cloud computing is growing 

exponentially. SaaS may include applications accessible over a network such as voice and video communications and 

gaming. The different service provider offers different interfaces to access their services. Therefore, the cloud vehicles 

would need to employ a middleware or common standard to integrate different APIs. 

 

The IBM SmartCloud and Microsoft Connected Vehicles platform are the significant examples of SaaS model. The 

SaaS platform for vehicles aims to provide advanced navigation, predictive maintenance, improved in-car productivity 

and autonomous driving capabilities. Ford Motor Company, Toyota Motor Corporations’ and Mercedes-Benz are 

 
 

Figure. 2 Interoperability Scenario of Vehicular Cloud Network.  
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utilizing Microsoft Azure. The Microsoft Cortana is one of the SaaS services.  Due to a number of SaaS provider for 

vehicles, there is a number of APIs, e.g., Microsoft Azure and IBM SmartCloud provide different APIs.  

 

b. The IaaS interoperability framework challenges: 

IaaS cloud service mainly provides storage, networking infrastructure (including firewalls and security) and data centers. 

Similarly, with the IaaS, vehicles are able to run an operating system and various software’s. Within IaaS, 

interoperability is required in different services areas, e.g., cloud service providers need to allocate the different services 

to the vehicles with different requirements.  Defining how a service in the cloud is access by the vehicles is necessary 

for cloud management framework, e.g., Microsoft Azure Active Directory Access Control Service (ACS). Similarly, 

the features and functionality provided by a considerable number of other cloud management frameworks must be able 

to move to different cloud platforms.  

In case of storage, each cloud platform provides different management and organization of the storage facility. The 

functional interface specified by the different cloud platform to create, delete, update and retrieve must be interoperable. 

Similar to this the application level communication and remotely accessing these applications across the vehicular cloud 

must have a standardized mechanism.   

c. The PaaS interoperability framework challenges: 

PaaS as a service model provides the computing platforms, e.g., operating system, programming language execution 

environment, database or web server. At the PaaS level, the service provider must certify that the application 

environment e.g., database server supported by the cloud service provider is compatible with the vehicle on-premises 

application environment. The application environment is based on open technologies to increase the number of viable 

alternative cloud service providers, which can facilitate migration if a change in provider is warranted. PaaS mostly 

depends on the development frameworks. Thus, the respective development community can better support the 

interoperability among different PaaS clouds.  

IV. CONCLUSION 

In this paper, the fundamental concept of vehicular network has been discussed followed by an idea of cloud computing 

and how it could increase the transportation system capabilities. Due to the complex and heterogeneous nature of the 

vehicular network, a fundamental challenge of interoperability arises. Since the vehicles are connected to the cloud 

platform, interoperability issue in cloud layer is a fundamental challenge. Thus, the cloud interoperability issue is 

explained along with the fundamental challenges of various cloud service models. In order for the vehicular cloud to 

interoperate seamlessly, cloud service providers, automotive industry as well as local and federal governing bodies must 

agree on rules, regulations, and standardizations. The cloud reference model following standardized protocols and 

architecture is also required for the vehicular network to address the interoperability problem.   
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